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Content FAQs
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Questions?

Content FAQ
Q: What is cloud computing?
A: Cloud computing is defined as hardware, networks, storage, services, and interfaces that combine to deliver requested computer
services. The most known use of cloud computing is related to the storage of data through third party service providers. Cloud
services can include software, infrastructure, and storage over the Internet, which is based on the needs of the user.
Q: Should my credit union be concerned with the safety of data stored on a cloud?
A: Yes. Storing data on a cloud is simply storing information on a server that is located with a third party provider. If the third party
server location is in another country they may not have to abide by the strict laws of the United States. Additionally, your credit unions’
data could be stored with other non-credit union data which could jeopardize the confidentiality of the information.
Q: Is the cloud service provider responsible for changes in regulatory requirements?
A: Vendor management is the responsibility of the credit union. Some cloud computing service providers may be unfamiliar with the
financial industries legal and regulatory requirements to safeguard member information and sensitive data. Credit union management
is responsible for due diligence in managing the credit unions’ third party vendors.

Technical FAQ
Q: When I go into my Working Manual, there is no content showing in the content editor. What is the issue?
A: It is likely you are using Internet Explorer 10, which is causing an issue with the editor. We are currently working on a permanent
solution, but in the meantime, this procedure can resolve the issue:
Please note that this only affects those users experiencing issues with Internet Explorer 10.
Change the Compatibility View Settings
1.
2.
3.

From your Internet Explorer browser, open the TOOLS option and select “Compatibility View Settings”
You can either copy/paste the URL from CU PolicyPro and add it as an individual website, OR checkbox the option to
“Display all websites in Compatibility mode”
Click Close.

For more FAQs, visit The CU PolicyPro FAQs page includes all FAQs featured in previous newsletters, as well as many others!

Monthly OPS Notes Release: Cloud Computing and the FFIEC Guidance
As credit unions evolve and grow they deal with the ever increasing burden of record retention due to regulatory requirements. Since
2000 when the Electronic Signatures in Global and National Commerce Act (ESIGN Act) was enacted credit unions have had the
opportunity to take advantage of storing electronic records that have the same legal validity and enforceability as paper records.
Similar difficulties in storing paper documents exist when storing electronic records – storage limitations.
One new technological advance that can assist with electronic record retention is storing the documentation on a cloud. Outsourcing
to a third party cloud service provider can benefit credit unions through: increased storage capacity, cost reductions, greater flexibility
and speed. Before a credit union jumps into a contract with a third party for outsourcing their documentation to a cloud it is important
to understand the Federal Financial Institutions Examination Council (FFIEC) guidance on cloud computing and ensure that regulatory
guidance on third party due diligence is followed, and that contracting cloud computing is consistent with the credit unions strategic
plans and objectives and is approved by the board of directors and senior management.
The FFIEC has outlined three areas that credit unions should contemplate when considering cloud computing:
1.

2.

3.

Data classification: How sensitive is the data that will be placed in the cloud (e.g., confidential, critical, public) and what
controls should be in place to ensure it is properly protected? Does the cloud service provider appropriately encrypt or
otherwise protect non-public personal information and other data whose disclosure could harm the institution or its
customers?
Data segregation: Will the financial institution’s data share resources with data from other cloud clients? For example, will
the data be transmitted over the same networks, and stored or processed on servers that are also used by other clients? If
so, what controls does the service provider have to ensure the integrity and confidentiality of the financial institution’s data?
Recoverability: How will the service provider respond to disasters and ensure continued service? Do the financial
institution’s disaster recovery and business continuity plans include appropriate consideration of this form of outsourcing, the
service provider’s disaster recovery and business continuity plans, and the availability of essential communications links?”

One of the important elements of a vendor management program for information technology and cloud computing is understanding
the risks involved with the services provided. It can be difficult for a credit union to determine if a third party is meeting all of the
regulatory requirements for storing confidential member information. In addition, it is important to understand where the credit unions
data will be stored. Many cloud computing servers are located in foreign countries, where data security requirements are not as
stringent as the United States’. A credit union should understand the applicability of laws and regulations within the hosting countries
where the data will be stored and the credit union’s ability to control access to its data.
The credit union must also consider the risk of terminating the third party service arrangement in the future. It is important that
contracts and service agreements are specific as to the ownership, location and format of data. It is also important to consider and
define in the contract what dispute resolution measures will be taken. One final consideration is determining what contingency plans
the third party has to protect data in the event they undergo a disaster.
Credit unions employing cloud computing services must maintain comprehensive data inventory and data classification processes,
and that access to non-public member data is restricted appropriately through effective identity and access management. A multitenant cloud, in which multiple clients share network resources, increases the need for data protection through encryption and
additional assurance that proper controls are in place to protect access to the credit unions confidential information. Verifying data
handling procedures, adequacy and availability of backup data, and whether multiple service providers are sharing facilities are
important considerations.
Using cloud computing storage can increase the frequency and complexity of security incidents. Therefore credit unions should
effectively monitor security related threats, incidents, and events for both the credit union and the servicer’s networks. The credit union
should have comprehensive incident response methodologies, and maintenance of appropriate forensic strategies for investigation
and evidence collection.
With cloud computing there is the potential that the credit union’s data will not be completely removed at the conclusion of the service
contract. Before contracting a third party cloud computing service a credit union should ensure that it can remove their data from all
locations where it is stored.
The nature of cloud computing may increase the difficulty of determining compliance with applicable laws and regulations because
member and credit union data may be stored and processed overseas. The credit unions ability to verify compliance may be more
difficult in an environment where the cloud computing service provider processes and stores data overseas or comingles the financial
institution’s data with data from other sources that operate under diverse legal and regulatory jurisdictions.
Cloud computing may require a credit union to have more robust controls due to the nature and risks of the service. It is important to
look beyond the benefits of third party cloud computing services and focus on the need and regulatory requirements to maintain

confidentiality over member’s non-public information. Vendor management, information security, audits, legal and regulatory
compliance and business continuity planning are key elements of sound risk management and risk mitigation controls for cloud
computing.
This edition of OPS NOTES was prepared by the Michigan Credit Union League.

Questions?
If you have any questions regarding the CU PolicyPro content, or questions on how to use the system, please contact
hrsupport@cusolutionsgroup.com.
If this information was forwarded to you, and you'd like to be on the distribution list to receive information and updates related to CU
PolicyPro, contact hrsupport@cusolutionsgroup.com.
Thanks and have a great week!

